Identity and Access Management

Levels of Assurance Group Report


Appendix A – Excepted from the PSU’s report on Levels of Assurance

	LoA
	Data Collected
	Vetting
	Proofing
	AuthN
	Use Cases

	Level 4
	 Data from LoA 0 thru 3 and more
	 3rd Party with security clearance
	*In Person + Security Clearance
	Public/Private 

Key pair and key store password
	Hershey Medical Center

Applied Research Lab

	Level 3
	 Data from LoA 1 &2 and more from both user and 3rd party
	 3rd Party validation
	*In Person
	Two Factors
	Workflow Role Assignment

	Level 2
	Name, DOB, Contact Information
	3rd Party validation 
	*In Person

 
	Userid Password
	Signing promissory notes

	Level 1
	User provided email address and  phone number
	Email or callback
	None
	Userid 

Password
	Email, calendar

	Level 0
	Optional, user provided
	None
	None
	Userid Password
	Purchasing Ice Cream, paying tuition


*Note: The matrix above is intended to provide visual representation of what levels of assurance at Penn State might consist of how they might be differentiated.  This is not an inclusive list of all data elements collected or vetted.
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