What is Identity Management?

Identity and access management (IdM) ensures that the right people access the right services. In the past, this was implemented system by system with duplicate identity data distributed across campus. Add another service and you add the identity infrastructure to go with it. Now try to manage the distributed security issues associated with these duplicate identity stores and you have your hands full. The solution is to use the same identity information service for all your applications.
Identity Management includes the policy, administrative processes, and technical systems  involved in online identity services and access management. Identity information about a person is collected from authoritative sources such as human resources, payroll, student information system, and other systems of record and is securely maintained in a registry. This information is then used to grant, change or rescind access to services based on a person’s roles or affiliations with the institution. 
Why Should Registrars Care?

There are several reasons why registrars should care about well run identity services:

Security- Centralized management of identity information gets sensitive personal information such as SSNs out of localized departmental databases, and provides a secure environment to focus resources on one centralized environment to secure sensitive identity information that is at the height of today’s black market economy.

Seamless services –New students and employees experience faster authorization and deployment of new services as they move from applicant and prospective employee to admitted student and new hire.  Services are assigned based on their evolving affiliation with the institution.
Simplified and Collaborative service provisioning - Role based information from multiple sources is consolidated in the central IdM, and service providers can determine what populations they choose to serve (grant privileges) based on role and/or affiliation and attribute criteria.  
Save Time and Money -  IdM saves money by reducing redundancy  in supporting multiple identity databases. Faster provisioning of new services to the campus community reduces calls from confused customer when they don’t yet have expected access. 

Consistent Application of Policy
 IdM provides a central point for the application of access-related policy.  Technical staff support is reduced when resolving problems due to a common directory for which there is documentation and mapping of roles and services.  

Positioning for the future - In today’s electronic environment, new opportunities will continue to surface to conduct business on-line.  An IdM system will only lend itself to new ways for providing on-line services and data in a secure fashion, and connections with third party contractors.

Why Should Registrars be Involved?

Ensuring privacy of student data is at the core of a registrar’s mission. The Registrar can provide a strong role in the governance of an IdM system and the use of student personal data.  The Registrar is not only a source of student information and authority on student roles, but also in touch with federal and state regulations related to the privacy and protection of student records. The Registrar will likely serve in partnership with Human Resources, and various campus service providers, as well as central campus information technology.
What’s Next?

If you’re interested in getting IdM going on your campus, consider the following steps: 

· Take information back to your campus and begin educating and stirring interest.

· Reflect on the primary impacts that an IdM system would have on your institution and your office.

· Consider our policy issues 

· Think about whom would need to participate in implementing and supporting an IdM system, including: CIO and Technologists, Policy setters, Regulatory and Compliance officers, Major population providers (employees, students)

· Consider budgetary implications 

A Day in a Student’s Life


It's 3:00 am and Bianca is sitting in a 24 hour Starbucks in the spring semester of her senior year, working on her Physics 456 homework. In a browser, she clicks on the link to the course management system, logs in with her University web single sign-on userid and password, and starts viewing the course information. 


Next, she clicks on the homework link hosted by a third-party provider and "Welcome Bianca" appears along with her new homework assignment for that class. After finishing that, she decides to check her loan status and surfs to the web site of her financing agent. She clicks "Access your record" and is presented with an aggregation of her loan liability without having to identify herself or login.


She takes a deep breath, wondering how to pay off those loans and whether any of those job applications had yielded an interview. She clicks on her shortcut to the job placement service and again is presented with the status of her applications, without having to identify herself. One company is requesting an interview, so Bianca purchases a cheap airline ticket offered by an online service that sells only to students. In the past, she had to provide proof of enrollment, but now the technology handles this in the background.


In April, Bianca graduated. One day she was a student and the next, an alumna. She noticed her access changed too. She now could get to an alumni networking service where she put out a query about apartments in the Bay Area. Her loan status had changed on the financing agent's site.  She now was out in the wide world of opportunity and responsibility.








A Few Things You Should Know About �Identity Management








At Institution X we use IdM to address…….














At Wisconsin, we use IdM to address…….

















