Why Identity Management?

GOALS:

Generate interest; begin discussions at your campus.

Business Case(s)

Direction and practices for AACRAO community.

Final Paper: recommendations from institutions on ‘emerging practices’ as an outcome from the 2008 AACRAO Technology Workshop.  Recognize each institution is at a different place/on a different schedule for IdM.

Interest Statement

Worried about security, especially loss of control of student data and increased risk to your institution? 
Looking to provide a continuous experience as students move from prospective to enrolled status? 
Want to provide a seamless experience for the student across many services? 
Addressing each of these examples requires a robust Identity and Access Management (IAM) infrastructure to control who can access what and when.

Reduce risk to your institution and improve the delivery of services by developing a robust Identity Management System.

What is Idm?

· An Identity Management System consolidates information about a person and their roles (identities) across an institution, or institutions, for a variety of purposes.

· To assign an online identification such as a NetId, or a physical identification such as a photo id.

·  To grant, change, or rescind access to services based on status or affiliation with the institution.

· To provide a seamless mechanism for access to services with auditable security to ensure compliance with institutional, state and federal policy.

HOW does Idm work?

HI I am Suzie Student and I have just logged into our institutional portal to check on my class assignments due tomorrow.  Before I check my class assignments, I see that I have a message from the Financial Aid office about the status of next terms aid package- I click the FA link to review and accept my aid package.  Ok back to studying- I click on the Anthropology course in my class schedule and see links to choose the course management system with assignments and a link to the reading materials on reserve at the campus library for my Anthropology class.  I click the course management link and confirm the assignments due tomorrow which includes a reading assignment, so I click on the library reserves link and am taken directly to the article to be read.   There is also a link to an iTune of early African tribal chants that is referenced in the reading materials- so I click on that link and a new browser window appears with the iTune information.  Never once have I needed to log into any of the services that I have checked.

Why is Idm important to your institution (BENEFITS/VALUE STATEMENTS)?

Why do this?
•Scalability: Automate the IdM process

•Agility: Deliver new services, quick changes in population

•Reduce Complexity: otherwise IdM is in every system rather than a central system

•Improved User Experience: reduced sign on (RSO not SSO), quick account activation

•Functional Specialization: every developer doesn’t have to write AuthN/Z code

•Audit and Security: central store of “who has what”

Levels of Risk/Assurance

•How certain that the person who is authenticating is who they say they are

•Two parts:

-Giving out credentials

-Authenticating to the system

Budgetary and Resource efficiencies

· Shared or federated AuthN for common system applications.

· Reduced staff requirements.

· Increased security by focused experts.

· Reducing duplication.

· Provisioning of account faster- do it once vs multiple services.

Consolidated implementation of policy
· Provisioning of roles (contractors, guest speakers, non-traditional, etc)

· Role change and new implementations – more efficient.

· Enhanced security and privacy measures

· Consolidation of logging.

· Reduction of departmental based/single service databases.

· Fewer passwords and credentials to manage.

· Ensuring Compliance

· FERPA/HIPAA

· Federal and State legislation (use of SSN)

· Improved trouble shooting procedures;  Reduced time to resolve problems (with common directory, and documentation of roles and services).

· Ease of use by customer. (Reward- happier customers with reduced sign-on, id and access cards, etc.)

· Enhanced partnership building between IT and Data/Source Custodians.

· New opportunities for online service providers and 3rd party vendors.

Office of the Registrar drivers

Definition of roles vs many definitions for one role; Greater understanding of who you are serving.

Central credentials for log on.

Managing multiple roles for one person- Standard identifier to link multiple roles for one person from many systems-into one IAM system; greater safeguarding.

Streamlining student services.

Opportunity to educate campus on appropriate use policies and guidelines.

Robust tracking and auditing of consumers of IAM information: Continuity among services for provisioning and de-provisioning based on role status. Shared/published documentation.

Increased security of personal information: Social Security Numbers - spread throughout the enterprise- Once the data is out, tough to get back. Change from passing files to passing attributes.

What and Why agreements are in SLAs.
Privacy & Security

• Do you know where your data is?

• Many Consumers of Data:

- Local “shadow” systems storing data on unprotected servers.

• Consuming from Data Warehouse, UDS service, instructor and student

supplied info.

- Local portals and supporting authentication databases.

- Manual manipulation of data.

- Unauthorized sharing of data. “oh, I have access to that data, let me

send you a file”

• Ensuring privacy of student data is at the core of our mission.

• Central tracking of access.

• They all have true business needs.

– “Release the data!” “Data Jailor”

– How deliver the data in a secure fashion?

Identity Proofing

How do you validate who they say they are?

* * * Levels of Assurance * * *

Scenario---------------------

*Applicants- apply online.

*SOAR is first in-person validation.

*Photo Id Office conducts the Identity Proofing upon issuing a University Photo Id Card.

* Provisioning of additional services may not occur until Identity Proofing accomplished.

*Electronic grading- instructor or TA access.

*Persons entering a research facility.

*Personnel needing to access student SSNs or financial data.

*Consortia programs- students/staff from other institutions needing access to your campus resources.

*Parents, alumni.

Customer benefits:

· Reduced or Single Sign-on.

· Reduced or single id card/keys.

· Seamless services throughout lifecycle

· applicant to alum

· faculty to emeriti

· Clearer expectations in regards to service access.

Technology Drivers

Greater security.

Simplified administration- provisioning and deprovisioning; Assignment of credentials and attributes; Authentication service; Authorization

Better customer service.

Life-cycle management and clear definitions.

Tighter identity proofing.

Reduction of duplicate data entry and redundant systems; Consolidated source of identity needed by services.
Logging

Standards and interoperability
Enterprise Directory and Federated identity
Who should be involved in Idm?

-Registrar’s Office

-HR and Student Info systems

-Sponsors

-Owner(s)

-Governance

-IT/CIO

-Service providers

What do I need to do to know to launch Idm on my campus?

-Policy

-Budget

-Benefits to be gained and ‘buy in’ from key constituents

-Governance body.

Governance

• Who’s leading this effort?

• Who is setting priorities?

• Who’s coordinating technology efforts,

determining policy and process, and bringing it

altogether? (Balance technical capabilities with

compliance and security requirements.)

• Who ‘owns’ IAM and is responsible for its care

and maintenance beyond implementation?

• IAM is not just about the technology, it is also

about the people.

-Ownership of IdM?

Is my institution ready?

-First step: take information back to campus and begin educating and stirring interest.

Leadership Roles- get these people at the table:
• Registrar (SIS) is source for student info.

• HR is source for faculty/staff info.

• Special Authorization or Ad Hoc affiliations (SIS and HR)

• Bring technologists together with functional experts.

• Lead by example: create a business plan; know what you want to gain.

• Identify and Engage Stakeholders- establish need, buy-in, work collaboratively.

• Establish a “governance” team.

• Assist with setting policy and procedure

– Charge sub-teams (policy and implementation teams; administrative operations council)

• Determine priorities and next steps.

• Assess resource needs.

How can AACRAO assist?

-

What does the future hold?

-Federation

Glossary.

-concepts

-terms

EXTRA STUFF

Policy

Data as a strategic resource

Data and service definitions

Documentation

– Role definitions, service access mappings, inventory of authorized data consumers.

– Data transmission.
Roles and responsibilities

Security and Privacy Balance

Appropriate Use Statements

Compliance with federal and state legislation

· Who sets policy for IdM?

· Who owns an IdM system?

· Who pays for implementation, maintenance, upgrades?

· Who gets to use the IdM system and its attributes?

· Who approves new populations/roles and services?

· Appropriate use of IdM (reporting?)

· Who grants access and to whom (source data custodian?)

· Third party requests

· Technology needs policy decisions in order to proceed with development paths- access controls within the IdM application(s).

· Security and privacy assurances.

· FERPA, HIPAA

Educational and Training

“Instead of restricting the data and saying you can’t have it….Teach consumers to use and CARE for the data…teach responsibility.”

• FERPA

• Communicate! Facilitate campus awareness and understanding of the importance/value of IAM.

Business Process/Procedure (may help to understand WHO should be involved)- also are POLICY related.

· Identity proofing and registration

· Credentialing 

· Service provisioning and de-provisioning

· Documentation

· Role definitions, service access mappings, inventory of authorized data consumers.

· Data transmission.

· Maintenance responsibilities and expectations

· Auditing

· Educating and training

Challenges

Complexities

Time

Standardize language

Documentation

Collaboration, team building

Funding

