1.  Auditors at similar institutions say that they are unable to conduct an efficient audit of key processes because there are not sufficient work flow diagrams and other process documentation provided by the vendor.
 
2.   The vendor does not provide information about the security implications of giving a user access to fields/tables/forms that lead to other fields/tables/forms.
3.  Data fields that are required by Federal law to be protected do not come with encryption enabled.

4.  Data fields that are required by Federal law to be protected do not come with auditing enabled.

5.  Data fields can not be encrypted at the database level as well as at the form or table level.
6.  The management of role based access is so difficult that institutions similar to the one doing the procurement can not commit to ensuring that only those people who have a “need to know” actually have access to the data.
7.  Role based access is not sufficiently granular to ensure that only those with a need to access certain data will be able to access that data.

8.  The ERP system does not require strong passwords.

9.  There is not a low overhead and secure method to change passwords.

10.   Stored passwords are not encrypted.

11.  There are features of the ERP that require that users, no matter what their role, be given access to the underlying database.

12.    The ID is the SSN.
13.   Roles can not be tied to position categories 

14.   Default roles can not be established.
15.   Roles can not be established that allow a user to process sensitive data in the ERP but restrict that user from downloading the data.
16.   There are no reports that show who has requested data exports that include sensitive data, such as SSNs, credit card numbers, etc.

17.  There is no easy to use tool available from the vendor or a trusted third party that allows one to see the access that has been provided a user with respect to the fields/tables/forms in the ERP, its underlying database, and integrated third party products and reporting tools?  
18.  There is no easy to use tool available from the vendor or a trusted third party which facilitates providing access to and deactivation from integrated third party products and reporting tools when one provides access to or deactivation from the ERP?

19.  The ERP and the integrated third party systems do not work well with the institution’s identity management system, particularly in the following key areas:
-  the HR and Student systems should feed the E-IdM; 
-  the E-IdM’s database should manage the associated ERP roles;  and

-  the ERP and the integrated systems should have password change policies and timelines which can be subordinated to and controlled by the E-IdM.
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