ERP PROCUREMENT SECURITY CHECKLIST
This checklist is part of a project of the EDUCAUSE/Internet2 Network and Computer Security Task Force to improve the security of Enterprise Resource Planning (ERP) systems used in higher education.   It is the result of an 18 month data gathering process involving security professionals and managers of administrative systems in higher education.   Questions should be directed to:

Joy R. Hughes, Ph.D.

Vice President for Information Technology and CIO

George Mason University

jhughes@gmu.edu

I.   Questions to Ask Similar Institutions that Use the ERP You are Considering Purchasing
For the following criteria, it is essential that the ERP vendor be able to give you the names of institutions that are similar to yours in size and complexity so that you can ask people at similar institutions the following questions:   
1.)   Have you found that role based access is so complex to manage that rather than specify the number of different roles needed to ensure that only those people who have a “need to know” actually have access, your institution has decided to accept the risk of using fewer and more broader roles.

2.)  Have you found that encrypting fields so degrades performance that you are not willing to encrypt more than a very few fields?

3.)  Have you found that putting audit trails on fields so degrades performance that you are not willing to put audit trails on more than a very few fields?

4.)  Do you feel that it is far too easy to create duplicate records during data entry?

5.)   Have you found that the systems the vendor provides to avoid the creation of duplicate records are so cumbersome or so detrimental to system performance that your institution has chosen not to use them?

6.)   Does your auditor consider the work flow diagrams and other process documentation provided by the vendor to be sufficient to conduct an efficient and productive audit of relevant processes?

7.)  Do you find it relatively easy to deactivate access to the system for a user?

II.   Sample Work Products and Other Documentation
The vendor should be able to provide you with sample work products or other documentation that you can examine in order to answer the following questions:

1.)  Is there a comprehensible report that articulates the security implications of giving a user access to fields/tables/forms?

2)   Is each standardized data field adequately documented in a data dictionary?

3.)  Which data fields have table lookups?

4.)   What combinations of fields have validity rules controlling data entry?

5.)   What reconciliation and exception reports are provided?

6.)   What reports are provided to make it easy to locate duplicate records?

7.)   What reports are provided that show who has access to processes that involve sensitive data?

8.)   Is role based access sufficiently granular that one can be sure that only those with a need to access certain data will be able to access that data?

III.   Vendor Security Certification

You should require the vendor to respond to these items in writing.

1.)  The ERP system requires strong passwords.

2.)   There is a low overhead and secure method to change passwords.

3.)   Stored passwords are encrypted.

4.)  There are no features of the ERP that require that users, no matter what their role, be given access to the underlying database.

5.)  Critical processes (e.g. payroll, grades) can be run first in audit mode.

6.)  The institution can specify additional fields to have table lookups.

7.)  The institution can specify additional fields to be encrypted.

8.)   The institution can specify additional fields to have audit trails.

9.)   The ID is not the SSN.
10.)   Roles can be tied to position categories 

11.)  Default roles can be established.
12.)  Roles can be established that allow a user to process sensitive data in the ERP but restrict that user from downloading the data.
13)  All data fields that are required by Federal law to be protected come with encryption enabled.

14)  All data fields that are required by Federal law to be protected come with auditing enabled.

15)  Data fields can be encrypted at the database level as well as at the form or table level.
16.)  The system prevents the creation of duplicate records during batch transactions.

17)   Reports are generated that show who has requested data exports that include sensitive data, such as SSNs, credit card numbers, etc.

IV.   Integrated Third Party Products
ERP vendors often talk about an “integrated solution”.  This solution is comprised of the vendor’s ERP modules plus a set of third party products that the vendor advertises as working well with the ERP – products such as portals, imaging systems, learning management systems, etc.   Unfortunately, sometimes the purported “integration” does not work well, particularly when it comes to maintaining security.  Here are some of the questions to ask the vendor to respond to in writing:

1.  Is security controlled at the database level or does each application have to configure and control its own security?
2.  Do the integrated products have a role based architecture that is consistent with the ERP?  (i.e. if an ERP role disallows the user from seeing grades, would the integrated reporting tool also disallow the user from querying grades?)

3.)  Is there an easy to use tool available from the vendor or a trusted third party that allows one to see the access that has been provided a user with respect to the fields/tables/forms in the ERP, its underlying database, and integrated third party products and reporting tools?  
4.)  Is there an easy to use tool available from the vendor or a trusted third party which facilitates providing access to and deactivation from integrated third party products and reporting tools when one provides access to or deactivation from the ERP?

5.)  When the institution uses the reporting system recommended by the ERP vendor, will sensitive data be encrypted as it passes from the central system to desktops, departmental servers, etc.?

7.)   Will the ERP and the integrated third party systems work well with the institution’s identity management system, particularly in the following key areas:
-  the HR and Student systems should feed the IdM; 
-  the IdM’s database should manage the associated ERP roles;  and

-  the ERP and the integrated systems should have password change policies and timelines which can be subordinated to and controlled by the IdM.
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