Privacy and Identity: Federated Identity and External Service Partners
Short Description:

More and more corporate and area services are becoming available to help institutions serve their students better. These include enrollment verification, transcript delivery, and undergraduate-application providers.  In the past, to use these services, campuses would upload student identity data to the service provider to generate separate accounts. With federated identity, campuses can leverage investments in identity management systems to access these external resources and information resource. For the student, it’s easier because they use their campus userid and password for both on an off-campus access. For the institution, it’s a far more secure approach that greatly reduces the chance of inappropriate access to student information. The presenters will explain federated identity and why it’s important to the Registrar and provide an overview of a new collaboration among campus Registrars and IT staff to pilot projects in this space.      

Detailed Description:

Campuses manage a wide variety of systems and information resources, including admissions, financial aid, transcripts, library resources, class scheduling, billing, and benefits systems with access and privilege management policies that must meet regulatory requirements such as HIPAA and FERPA, as well as comply with diverse intellectual property requirements.

As a result, many campuses have implemented "single sign-on" (SSO) systems to provide authentication and secure identity management systems to protect privacy and manage authorization privileges. How can campuses use these to manage access to resources, partners, and business services external to the campus? How can they assure the security of data? What are federations and how they can help in managing business partner resource access, data security and costs for academic institutions?
The session will discuss federations in general, the challenges encountered in working with partners, and the characteristics of successful projects, and how existing identity management systems can facilitate a much richer learning and working environment beyond the limits of campus boundaries. The speaker will also introduce the InCommon Federation  (www.incommonfederation.org ) and what it means for a campus. 
