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Domain Controllers 
create 2889 and 

4624 events as they 
occur

Service Desk assigns 
or forwards ticket to 
responsible support 

group

Support group 
works with end user 

to resolve issue 
causing unsigned 
BIND or NTLMv1 

AuthN

Issue resolved?
Continue until 

resolved
No

Forward ticket to 
IAM group to work 

with user to 
recertify

Yes

Daily powershell 
scripts extract 

events and write 
them to flat files on 

a well know file 
share

Create a list of users 
who appeared in 
unsigned BIND 

events the previous 
day

Create a list of users 
who appeared in 

NTLMv1 events the 
previous day

Retrieve the list of 
users from Grouper 

who have been 
validated for Silver 

assertions

Check each Silver 
user to see if they 

appear in either the 
LDAP or NTMLMv1 

lists

If a Silver user 
appears in either 

list, add them to the 
ad_audit_deny 

group in Grouper 
(which causes them 
to become invalid 

for Silver)

Create a ServiceNow 
ticket for the Service 

Desk

Send the user an 
email informing 

them that they have 
lost their Silver 

validity

Recertifies using 
electronic address of 

record

Scripts periodically 
cleans up old logs 
(at least 60 days 
worth of logs are 

retained)

IAM closes ticket
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